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State of Cybersecurity 2024

*Source : Gartner 2023 Global Security and Risk Management Survey
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separate cyber 
tools managed
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Shortage
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Regulation
280+
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in US

Sprawling Compliance 
Requirements

Cybercrime
$1T+

cost of 
cybercrime 

Growth in 
Malicious Activity

Top Priorities:

Security is #1 concern for Customers

Threat landscape is intensifying

Cost of cyber breach is >$1B in 2023

Security Controls are vastly distributed and complex

43% of attacks target Small Business & Mid Market
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Customers and challenges

Cloud-first approach is 
fueling internet connectivity

Lack  of expertise to manage and maintain 

multiple security solutions from multiple 

vendors 

Budget constraints make multiple security 

solutions too costly
*Gartner 2021 Global Security and Risk Management Survey

The cyberthreat landscape is 
ever-evolving and expanding 

Limited resources available to 
manage and maintain policies 
and controls 

As 5G and fiber are growing, your threat 
surface is also expanding

Digital transformation is top of mind 

Need solutions that support growth strategies 
and the ability to scale quickly 

Attacked from all sides* Complexity is a challenge
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Big Perimeter

User Enforcement
Device ApplicationsOffice
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Remember when life was Simple….
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Security Has Become Complex and Hard to Manage

Big Perimeter

User Enforcement
Device ApplicationsOffice

Home Network & ISP

User Device
Home

Vendor

User Device

Private Cloud
TunnelVPN Tunnel

SaaS / Public Cloud

Proxy
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Threat Reconnaissance Index

Threat Reconnaissance Index

Visibility generates Valuable Insights
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Shadowbrokers
Leak NSA
Exploits

Microsoft
Release
Patch

AT&T
Detects
Activity

AT&T Risk & Threat Intel Expedite Patch & Monitor for 
Activity

5/12
WannaCry

Event

AT&T Patched – No Impact

A deeper look at Exploit Activity - WannaCry
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What is 
Network Embedded 
Security?

Unprecedented visibility
We see it first

11

AT&T Network Embedded Security

a security platform embedded in AT&T's global network infrastructure that 
customers can utilize to detect threats, filter traffic, and execute security 
controls before the data reaches their network.

Embedded security controls 
Built in, not bolt on, included with 
AT&T Connectivity

Effortless
Better security at 
a better value

Near-real time 
Same-day deployment in minutes, 24/7/365 
network monitoring
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AT&T Network Security – MITRE ATT&CK

Filters traffic in-network (First-contact)

Detects threats BEFORE they reach customer

Defeat Reconnaissance and Initial Access 
Techniques

Executes security controls to mitigate threats

Impacted MITRE ATT&CK techniques are 
highlighted

Dynamic 
Defense
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Future Security Challenges | More Cyber Attacks and EDTs bring new challenges

According to Cybersecurity Ventures, the global economy is
expected to lose up to $10.5 trillion by the end of 2024.

Ransomware Attack

Supply chain attacks Data breach

DDoS attack
Ransom attacks occur every 11 seconds

It can cause losses of billions of dollars to 
enterprises.

More than 10 million DDoS attacks per year
398 million RPS attack

The average cost of a data 
breach is up to $4+ million.

45% of organizations worldwide have experienced 
one or more software supply chain attacks

AI/Large Model
Quantum 

Computing

Quantum computing breaks 

asymmetric cryptosystems and 

subverts existing cryptosystems.

AI Security

AI for Attack (Attacker)

AI for Security

Cyber Attacks Emergent Disruptive Technologies (EDTs)
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Vertical Industry Provider
(The carrier provides 

capability)

Terminal Provider

APPs

Base Station
Router

Core

AAU

BBU

Operator
(The vendor provides 

capability)

Vendor

L3: Application Security
(SP compliance, application security, service protection)

L2: Network Security + O&M security
(Secure deployment, O&M security, network protection)

L1: NE Security
(Standard Compliance, SDL security development lifecycle, NE protection)

Application Layer

AI identifies malicious content and security traps.

Network Layer

AI + IPDRR, AI network deployment/O&M, monitoring, and 
situational awareness

Product Layer

The AI integrated development environment 
ensures product design, development, testing, and 

vulnerability management.

Future Security Technologies and Applications | AI integrated development environment, AI network 
O&M, and AI malicious content identification
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AI-enabled Product Development | AI-DEV Integrates the Tool Chain to Ensure Product Design, Development, 
Testing and Vulnerability Management, Helping Suppliers Develop More Secure Products

Security Development Requirements 
(AI High-Quality Training Data)

standard Baseline specification

R&D Best Practices 
(AI High-Quality Training Data)

Methodology Best practice The vulnerability

AI-Dev
Intelligent development & end-to-end 

security and trustworthiness

Security 
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Secure Coding Security Test Secure Release OM Security
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Security 
baseline
requirement 
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Virus 
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Change 
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Security 
architecture 
design

More Efficient Higher Quality More 
Secure

Purchase third-
party 

components. open source 
software

Self-developed 
components

Static 
analysis
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AI assisted software development

• Enabled by Pangu R&D Model, supports mainstream IDEs and programming languages

• Automatic generation of code/test cases/test scripts, efficiency increased by 20%+

• Intelligent Q&A & Collaboration, one-stop application deployment

Huawei Cloud  

CodeArts

Code 

Debugging

Code 

Comments

Code 

Translation Unit 

Testcase

Code 

Optimization
Intelligent 

Collabora

-tion
Intelligent Q&A

Code 

ExplanationCode 

Generation

Code 

Check

R&D 

Knowledge

Requirement Coding Code 

hosting

Code 

check

Build Test Deploy & 

O&M

Release 

CodeArts Pipeline

Pangu R&D Model

AI-DEV | CodeArts Absorbed Huawei R&D Engineering/Tool Capabilities, and is Offered to 

Business Customers to Improve their Product Quality and Development Productivity

Case 1: Security Development and Test Assistant
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AI-based Network Deployment and O&M | AI-OPS Helps Enterprises Deploy and Operate Resilient 
Networks

Identify RecoverProtect Detect Respond

Vulnerability 
Management

Lifecycle 
Management

Integrity 
Protection

AI-OPS

Certificate 
Management

Security 
Configuration

Malicious 
terminal 

identification

Malicious 
traffic 

monitoring

DDoS 
attack 

response

Abnormal 
behavior 

monitoring

Situational 
awareness /

Threat 
intelligence

...



Huawei Proprietary - Restricted Distribution21

AI application security | AI Identifies Malicious Content and Security Traps, Helping Users Identify 
Phishing Emails and Internet Fraud

Phishing

Harassing 
scam calls

Malicious 
Application 

Identification

Data Breach 
Warning

Content 
security 
detection

...

Video 
Behavior 

Identification

...

AI-
SECAPP



Huawei Proprietary - Restricted Distribution22

AI for Security Case Study

Threat 
Intellige
nce

Network 
Log

Attack and 
defense 
tools

Vulnerability 
database

Attack and 
defense host 
resources

Security 
knowledge

Training sample 
data

Attack and 
Defense Drill 

Training Robot

Cyber attack 
and defense 
knowledge 

model

Case 3: Attack-defense Drill Training Robot

Complex attack and 
defense technology

Single-point attack and 
defense technology

Red / Blue against 
evolution

Logic Vulnerability
Complex Vulnerability 

Technologies

Vulnerability scanning
Vulnerability discovery

Simple Vulnerability Exploit

Red / Blue
Attack Defense

Simulation

MITRE attack and 
defense framework

Security pattern 
library

Security rule engine
Security 

Intelligence

Security baseline

Network Tool 
Library

Security 
Configuration

Security 
OM

Cyber 
Security 

Knowledge 
Model

Cyber Security 
O&M Robot

Capability 
of using 
security 
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Security 
risk

analytical 
capability

Security Log
understanding 

ability

Network 
Security

Knowledge 
Q&A

......

Case 2: Network Security O&M Robot

Training sample 
data

intelligence 
understanding

induction 
ability
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AI for Capability Improvement | AI Experts and Human Experts Improve Each Other's Capabilities

Development 
large model

Test large 
model

Design 
large 

model

Network 
deployment 

model

Attack 
detection 

model

Security OM 
model

L0
General 

large model

L1
Domain 

Large model

Large attack 
response 

model

Application 
security 
model

Malicious Content 
Identification 

Model

AI
Experts

Human
Experts

Product 
design 
expert

Product 
development 

expert

Product 
test 

expert

Network 
deployment 

expert

Network 
OM expert

Incident 
Response 

Expert

Application 
security 
expert

Network 
OM 

expert

Incident 
Response 

Expert

AI experts and human experts learn from each other and improve each other. Human experts train better domain expert models, and AI experts help human 

knowledge learning and capability improvement.

GPT BERT XLNet T5 Pangu
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Post-quantum Cryptographic Algorithm & Migration | Building a Trust Foundation for the Digital World in 
The Post-quantum Era

Quantum 

Computer

Post Quantum 

Cryptographic 

Algorithm

Post-quantum 

Cryptographic 

Migration
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The information in this document may contain predictive 
statements including, without limitation, statements regarding 
the future financial and operating results, future product 
portfolio, new technology, etc. There are a number of factors that 
could cause actual results and developments to differ materially 
from those expressed or implied in the predictive statements. 
Therefore, such information is provided for reference purpose 
only and constitutes neither an offer nor an acceptance. Huawei 
may change the information at any time without notice. 

把数字世界带入每个人、每个家庭、
每个组织，构建万物互联的智能世界。

Bring digital to every person, home and 
organization for a fully connected, 
intelligent world.

Thank you.
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